
This is the High-level design file contains, the High -level requirements, services, and the required ports for it. 

Router 1 

Internet

Firewall 1

-Port (443)
-Port (8080)

 for SSH Service

Firewall  2

Port: 3306

 Apache or Nginx
 Web Service (SSL)

Application service

-Port (443)
-Port (8080)

 for SSH Service

Main Database (MySQL)

Switch 2
Port: 3306

C-Panel Linux server 
(phpmyadmin latest version)

 

  



• Linux 

• Apache or Ngnix 

• PHP V 7.4 

• Database: MySQL V 8.x 

• Firewall like (sucuri) 

• web server (cPanel) 

• SSL certificate 

• port 443  

• port 8080 

• phpMyAdmin latest version 

Recommendations 

• Host the DB in a separate host from the backend app., and provide us with the connection 

configuration of it. 

• Host the web app in another host, and make the backend host accept requests from it. which 

means enabling "CROS" access. 

• Install a Firewall on the host. 

Hosting Company: 

• STC 

• Mobily 

• Oracle 

• AWS Saudi Arabia 

 


