This is the High-level design file contains, the High -level requirements, services, and the required ports for it.
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e Linux

e Apache or Ngnix

e PHPV7.4

e Database: MySQL V 8.x

e Firewall like (sucuri)

e web server (cPanel)

e SSL certificate

e port 443

e port 8080

e phpMyAdmin latest version

Recommendations

e Host the DB in a separate host from the backend app., and provide us with the connection
configuration of it.

e Host the web app in another host, and make the backend host accept requests from it. which
means enabling "CROS" access.

e Install a Firewall on the host.

Hosting Company:

e STC
e Mobily
e Oracle

e AWS Saudi Arabia



